Hugpopmayuonno-cnpagounvie mamepuanl no JCUHEHHOU CUMYaAyUU
«3awuma om MOWEHHUKOS 6 cemuy

B pamkax ¢enepanpuoro npoekra «I'ocynapero st rozei» Munuudpsl Poccun
M Ananutuueckud uenTp npu IlpaBurensctBe Poccmiickoit Menepanuu peannzosanu
nudpoBOi  cepBHC 1O  KM3HEHHOM CHUTyallMH «3alqMTa OT MOIIEHHHKOB
B ceTH» Ha EamHOM 1OpTajge rocydapCTBEHHBIX M MYHHUMNAIBHBIX  YCIYT
(manee — I'ocycityru) B LeIsX NpeceyeHus U NPEeJ0TBPAICHHs MOIIEHHUYECKHX JIEHCTBHIA
(https://www.gosuslugi.ru/scammer_protection).

CepBuc npenocTaBiseT BbIOOp CIEIYIOMNX cuTyanuii: « MOIIEHHUKH NbITAKTCS
noay4yurb gocryn k IDocycayram» (3Ta cuTyanuss HamnpasjieHa Ha  IIOMOILb
B BOCCTAHOBJICHMM KOHTpPOISA HaJ YYeTHOH 3amuchio) M «5 Xo4y 3amHTHTHLCS
0T MOIIEHHMKOB B CeTH» (B JIAHHOH CUTYyallMH pedb HAET O crocobax MpeaoTBpaIleHus
IIPECTYITHBIX JEHCTBUM).

B pamkax mepBoi CMTyalMM NpeJCTaBleHa MOJPOOHAs MHCTPYKLHUS, B KOTOPOH
COIEPKUTCA MH(OpPMALMA O TOM, YTO JelaTh, €CIM I'PAXKAAHUH YXKE COOOLIMI Mapoiib
i kol u3 CMC MouIeHHUKaM.

B pamkax BTOPOii CHTYallMM pacCMaTPHBAIOTCS MEpbI, HAIIPABJICHHBIC HA 3aIlUTY
0T KMOEpIIPECTYITHUKOB (3alIpeT Ha AEHCTBUSA C HEIBIKMMOCTBIO, 3aMpeT Ha oGopMIeHHE
JOTOBOPOB CBS3H, 3allpeT Ha IIOJy4EHHE KPEAWTOB M 3aliMOB, 3alllUTa YYETHOM 3aIMCH
C MOMOIIIBIO JIOBEPEHHOIO KOHTAKTa, ITpaBHia Oe30MacHOCTH NpHU TeaeGOHHBIX 3BOHKAX),
a TaKXKe IMpPEJCTABJICHBl METO/bl TMPOTHBOAEHCTBUS (HHAHCOBOMY MOIICHHHYECTBY
M YEK-JIUCT 0 UU(PPOBOI TUTHeHe.

Cnpasouno: camosanpem — 006p0o8oOIbHOE 02pAHUYEHUE, KOMOPOE YeN08EK
cam Ha cebs Hakaaobieaem. 4mobsl HUKIMO He CMO2 OOPMUMb Kpeoumsl U 3atiMbl
Ha €20 UMs — HU OH cam, MU MowleHHuku («3anpem Ha nonvuenue Kpeoumos
U 3atM08»),; ymobvl He OONYCMUMb CO8EPULEHUS COCNOK C HeOBUNCUMOCbIO De3 e20
NUYHO20 YYACMUA KAK cOOCmEeHHUKA («3anpem Ha Oeticmeus ¢ HeOBUNCUMOCIBION)
YmoObl HUKMO He CMO2 3aKMoHYUms 002060p HA MOOUILHYIO C8A3b Om €20 Auyd
(«3anpem na ogpopmnenue 002080pos cesa3U»).

Hoeepennvitt_konmaxkm (0anee — [IK) — smo Oonoinumensuas 3awuma
yuemnou 3anucu Ha I'ocyciayeax om oelicmeuti mowieHnuxos. /K moocem cmams,
Hanpumep, poocmeeHHuK uau opye. llpu nonvimke eoccmanosnenusi docmyna
K yYemHou 3anucu noavzoeamens na nomep menegpona K 6yoym npuxooume cmc
01151 noomeepacoenus eoccmanosienus napons. [[K noomeepoum zanpoc, moavko
K020a y6eoumcs, 4mo noab3oeamens He 66001m 6 3a0.1yHcoeHue.

Kpome TOoro, Ha CTpaHuIe pa3MeIIEHBl TOJNE3HbIE HMHCTPYMEHTHl ISt
KuOepOe30MmacHOCTH.

B kartanore o0y4yalomux KypcoB coOpaHbl MaTepualibl 10 U(POBOii
I'PAaMOTHOCTHU — OT IIPaBUJI PE€3€PBHOIO KONUPOBAHHUS JAHHBIX JI0 METOJOB PacIO3HABAHUs
nundeiikos (https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=1).

Taxxe poctynmHa 0a3a MoOIIEHHMYECKMX CXeM, KOTOpas IIOMOraeT Y3HaTh
00 akTyanbHbIX criocobax oOmaHa. Ha aHHbIH MOMEHT B HEH COJEpXKHUTCA 86 CXeM ¢ MX
KpaTtkuM onucanueM (https:/www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1).
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Js OLIeHKH CBOMX 3HAHHM, B CBOKO OUEpE/ib, MOKHO MPOHUTH TeCT Mo mudpoBoii
IPAMOTHOCTH, KOTOPBIH ONpPEIEIUT YPOBEHb OCBEAOMICHHOCTH B OTOH chepe
(https://www.gosuslugi.ru/scammer_protection/quiz).

CrouT OTMETHTB, YTO B paMKaX BTOPOH CHTyallHH, CpeId IIPOYEro,
HaxoAMTCA  cchimka Ha  pasgen  «KubepbesomacHoeThb —  3TO  mpocTo!»,
rae  cobpaHa mojesHas HMHPOpMAIMA O  PasHOOOPasHBIX IM(POBBIX  yrpo3ax
(https://www.gosuslugi.ru/landing/cybersecurity).

B ormenpHpIX OnoKax pasMelleHbl peKOMEHJAlMH 10 KHOeprpaMOTHOCTH,
CIelUalbHO pa3paboTaHHbIE IS I€TEH M MOXKUIIBIX JIIOICH, KOTOPBIE CUUTAIOTCS HauboIee
ySI3BUMBIMH B HHTEpPHETE.

Ocoboe BHMMaHUE yIeNeHO 3ammTe OT (GMIIMHrA, CO3MAHMI0 HAAEKHBIX NaPOJIeil,
3alMTe MOOMIILHOIO YCTPOICTBA U npoduiakTHKe TenehOHHOro MOIEHHUYECTBA.

ITomumo 3T0T0, HAa CTpaHKULAX 0OEUX CUTYaLHii pa3MellleHa MaMATKA ¢ MoJIe3HbIMH
CChIJIKAMM: Ha MHTEPAKTUBHYIO KapTy ¢ aapecaMu MBJI Poccuu; na nonauy 3assnenus,
Kano0bl WM NpeUIoKeHHs depe3 opuuuanbHeid cait MBJI Poccum; Ha BO3MOXHOCTB
OJIY4YUTh OECIIATHYO KOHCY/IBTALUIO U TIOMOLIb FOPHCTA T10 3aIUTE MPaB.

Taxxe B pasgene «Yacteie Bompocel» («Moryr M MOUIEHHHKH MPOAATh
HEJBUKUMOCTBY»)  HAXOJUTCS CChIIKA HAa HMHTEPAKTUBHYI KapTy ¢ aapecamu
MHOTO(YHKIMOHATBHBIX 1IeHTPpoB (M®LI). '

Kpome Toro, Ha crpanuuax obeux CUTyauuil pa3MelIeHbI CChUIKH, I03BOJISIOIUE
NPOBEPUTE KPEAUTHYIO MCTOPHI), COOOILHUTH O TNOJO3PHUTENLHOM 3BOHKE, MPOBEPHTH
oOopMNEHHBIE CUM-KapThl, I10JIaTh K100y HA BPEAOHOCHBI MHTEPHET-PECYPC, & TAKXKE
OTBETHl HA 4acTO 3ajaBacMble BONpochl: «Kak HAacTpOUTh KOHTPOJIBHBIH BOIPOC?»,
«Kak aHHyIMpOBaTh KPEJAMT, €CIIM MOILIEHHUKH 0GOPMUIM ero Ha Bac yepes ['ocyciyru?»,
«KT0 TakoH Apom ¥ Kak He [TONacTh B IPECTYIHYIO CXeMY7» M T.J.
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